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Abstract
In this extended essay, RSA Cryptographic System is investigated thoroughly. Firstly RSA is
explained and then an important variant of RSA, Multi-Prime RSA, is presented. Later, they
are compared in terms of protection against common attacks, fastness in decryption and
security. The basic results of the essay are that Multi-Prime RSA is a faster variant of
Standard RSA and that the difference between their securities is insignificant.
In the first part of the essay, a basic insight to Number Theory and the nature of the basis of
Cryptography are provided. Some mathematical theorems that are highly related to RSA
Cryptographic System’s mathematical basis are presented; along with some information on
Primality Tests, which are important for the subject of the investigation, as the success of
cryptographical keys, especially for RSA, depends on Primality Tests.
In the second part of the essay, Cryptography and some prominent Cryptographic systems,
such as DES, AES and ECC, are explained. Apart from these systems, RSA and the three
steps of both Standard and Multi-Prime RSA are explained and exemplified. Factorization
methods, which are important for the subject of the investigation, as the security of
Cryptography is mainly determined with the success of Cryptanalysis and thus Factorization
methods, are also presented in this part.
In the third part of the essay, after the explanation of Multi-Prime RSA and calculation of
optimum value for the Multi-Prime RSA, Standard RSA and Multi-Prime RSA are compared.
In conclusion, it is found out that Multi-Prime RSA, in general, is a faster variant of Standard
RSA.
Word Count: 255
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Introduction:
Cryptography’s Favorite Child: RSA

“Mathematics is the queen of the Sciences,” said Gauss, the king of the Mathematics,
“and Number Theory is the queen of the Mathematics.” Throughout the history human-being
had been fascinated by the numbers. The strangest numbers are prime numbers. There seems
to be no pattern for the prime numbers. Though prime numbers have a great mystery, they are
also important in the RSA Cryptography system. RSA Cryptography system, which will be
explained in this essay, is essential in terms of protecting one’s safety in online
establishments. The main concern of this essay is the comparison of Multi-Prime RSA, a fast
variant of RSA, to Standard RSA in terms of their fastness in decryption, security and
protection against attacks.
2. Number Theory and Prime Numbers
“Prime numbers belong to an exclusive world of intellectual conceptions. We speak of
those marvelous notions that enjoy simple, elegant description, yet lead to extreme – one
might say unthinkable – complexity in details. The basic notion of primality can be accessible
to a child, yet no human mind harbors anything like a complete picture” (Crandall &
Ponerance, 2001). As a theorem:
If p is not divided by any number (except 1) smaller than her, than she is a prime. The
smallest prime is 2; 1 is not a prime. In this part of the essay, the nature of prime numbers will
be explained through various theorems. After explaining prime numbers and their nature,
Fermat’s Little Theorem and its purpose will be clarified.
2.1.

Infinity of primes (Euclid’s proof)

As an important and elegant proof in the history of Mathematics, Infinity of Primes
can be seen as a main part in all theorems concerning prime numbers.
Theorem: There is infinite number of prime numbers.
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Proof: (Through Reductio ad absurdum.) Let there be a finite number of prime
numbers. Then the number of prime numbers is n. The prime numbers are:
p1, p2, p3, … , pn
Let us take a number k:
k = p1.p2.p3. … .pn + 1
, thus k cannot be a prime number. So k should be a composite
number. A composite number should be divided by at least a prime number that is smaller
than her; but k cannot be divided by any of the n prime numbers, then k must be a prime
number.
There is infinite number of prime numbers.

2.2.

Fermat’s Little Theorem

Theorem:

Let p be a prime number, and let a be any number with a 0 (mod p). Then

Proof:

Say a, 2a, …, (p – 1)a

1, 2, …, (p – 1) (mod p)

To prove above equation claim:
Take ma and na and suppose that,

Then,

Since a 0 (mod p),

As it is assumed,

Clearly,

The only solution to this inequality is,
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Hence,

It is shown that different multiples of a in the list a, 2a, …, (p – 1)a are
different in (mod p).
Thus claim is proved.
a, 2a, …, (p – 1)a

1, 2, …, (p – 1) (mod p)

Then

2.3.

Euler’s

Euler’s

(Totient) Function

Function is an important contribution Leonhard Euler to Number Theory. It

forms a basis for RSA Cryptography system.
Definition:

Let
(n) is the number of positive integers that do not exceed n, that are relatively
prime to n.

There are some vital properties of Euler’s

Function, which will be introduced in this

part, as theorems.
Theorem:

If p is a prime number, then

. The converse of this theorem is

also correct.
Proof:
If p is a prime number, then it is relatively prime to every number that does not
exceed it. Thus,
.
Theorem:

If

Proof:

Take k such that
Let

, then

(Silverman, 1997, p. 67).
. So,

. Consider the sequence:

and

.
None

of these numbers are congruent in (mod n), because,
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If

, then

. As

; hence

, which is not possible.
Therefore the number of elements in this sequence relatively prime to n equals to
sequences in total, so “there are

are

. There

numbers that are relatively prime to

both m and n, that are less than mn, and that are relatively prime to mn.” (Anderson, 1997, p.
185).

Theorem:

(Euler’s Theorem) If

and

with

, then

.
2.4.

Primality Tests

There are many; but imperfect methods suggested for determination of Prime
numbers. Although the general name given to these tests is Primality Tests, some test
Compositeness rather than Primality.
2.4.1. Simple Tests
The simplest method for determining primality is checking if
integer a such that

for a given odd

. If n is divisible by a, then n is composite; if not, it is prime.

Another simple method is Sieve of Eratosthenes. In Sieve method, numbers that are
divisible by any number smaller than itself is taken out of the sequence, creating a list of
prime numbers.
Wilson’s Theorem is a simple; but inefficient method for determining primality.
According to Wilson’s Theorem, p is prime if and only if;

About p modular multiplications are required for this method.
2.4.2. Probabilistic Tests
Probabilistic tests can never present certainty in their results; because although named
so, they are not Primality Tests, they are Compositeness Tests. These tests try to detect
whether a given number is composite; if they cannot, then they conclude that the given
number may or may not be a prime number. These calculations are done using an
independently chosen value of a.
Probabilistic Tests can call a composite number as prime and this kind of numbers are
called Pseudo primes. This error is reduced by repeating the test for several times with
different values of a.
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Fermat’s Primality Test is a good example for Probabilistic Tests. It is used for Key
Generation in RSA Cryptographic system, where a quick glance at numbers is needed.
According to Fermat’s Test;
Given n, an a such that (n, a)=1 is chosen.

is calculated. If the result

does not equal to 1, then the number n is a composite number. Otherwise, that is, result equals
to 1, n is a prime.
As for Miller-Rabin Primality Test;
Given n, an integer a such that a<n is chosen. Where d is odd;

For all

, if

And

Then n is a composite number. If not, then n may or may not be a prime number.
According to Soloway-Strassen Primality Test;
Given an odd integer n, an integer a such that a<n is chosen. If (Where

is the

Jacobi Symbol);

Then the number n is composite. If not, then the number n may or may not be a prime.
2.4.3. Deterministic Tests
Deterministic Tests provide a certainty, unlike the Probabilistic Tests. Deterministic
Tests are more secure and definite; but the implementation of Deterministic Tests is difficult.
The most popular type is Elliptic Curve Primality Test. It certifies if a number is prime, but in
practice it is a slow process.
The Primality tests, in general, are important for Cryptography, which depends on the
unknown and safe world of Prime Numbers.
3. Cryptography
Cryptography is the general name for Mathematical procedures that aim constructing
secrecy, verification of identity and information security. In other words, Cryptography
contains procedures that are used in order to change readable information into non-readable
9
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information for unwanted readers. Cryptography is the Mathematical science of safe and thus
secret communication.
3.1.

Some Cryptographic Systems

3.1.1. Symmetric Key Cryptography
In this type of cryptography, both the sender and the receiver use the same symmetric
key. This particular key is used for both encrypting the message and decrypting the encrypted
message.
“Symmetric
Key
Algorithms
are
fast
and
adaptable.”
(http://www.rsa.com/products/bsafe/). Nevertheless, there are two major problems with
Symmetric Key Algorithm.
First problem is about the agreement of the sender and the receiver on the key.
“Transmitting the key over an open channel allows an eavesdropper to use it to decipher
further conversations.” (http://www.rsa.com/products/bsafe/). Secondly, as each pair of
sender-receiver will need to have a different key from others, there will be an exponentially
increasing number of keys. “This requires an extensive key management facility and is not
scalable for open systems like the Internet.” (http://www.rsa.com/products/bsafe/).
3.1.1.1.

DES

Data Encryption Standard (DES) encrypts the text which is in binomial base, with
blocks of 64 bits and by using 56 bit key. The power of algorithm is accomplished from the
randomness and confidentiality of the key chosen (Cimen, Akleylek, & Akyildiz, 2007, p.
68).
3.1.1.2.

AES

“AES is the 21st century equivalent of the DES”(http://www.rsa.com/products/bsafe/).
AES takes its security from mathematical methods and it is designed to be powerful against
Cryptanalytic attacks.
3.1.2. Public Key Cryptography
Public Key Cryptography, also called as Asymmetric Key Cryptography, is a
cryptographic system in which two keys are used. These keys are different; but are related
with some mathematical equations.
3.1.2.1.

RSA

RSA is a protocol named after its developers, Rivest, Shamir and Adleman. It is a
Public Key Encryption and also Decryption Algorithm. There is not any defined certain
length for the key. A long key can be chosen for an improved security, as well as a short key
for cost-effectiveness. “The most commonly used key length for RSA is 512 bits”
(http://www.rsa.com/products/bsafe/).
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Being the initial sample for the Public Key Cryptography, RSA is a consequence of
one of the hardest problems in Mathematics; prime factorization. It is still algorithmically
impossible for us to factorize very large numbers to their primes. As a consequence, for
Standard RSA to have the optimum security, the number n used in RSA is the multiplication
of two 512 bits prime numbers. Thus n becomes a 1024 bits composite number; which is a
very large number for today’s technology to factorize to primes.
3.1.2.2.

ECC

Elliptic Curve Cryptography (ECC) is a type of Public Key Cryptography. Its basis is
elliptic curves’ structure over finite fields. Due to some secure algebraic features of elliptic
curves, ECC is a highly secure type of Cryptography. These particular features and the
method of ECC will no further be investigated in this essay; but it is necessary for us to state
that “security is not the only attractive feature of elliptic curve cryptography. Elliptic curve
cryptosystems also are more computationally efficient than the first generation public key
systems, RSA and Diffie-Hellman”
(http://www.nsa.gov/business/programs/elliptic_curve.shtml).

Through the two tables on the next page, it can be seen that ECC is superior to RSA in terms
of the key size and cost.

Symmetric Key Size (bits)

RSA and Diffie-Hellman Key Size (bits)

Elliptic Curve Key Size (bits)

80

1024

160

112

2048

224

128

3072

256

192

7680

384

256

15360

521

Table 1: NIST Recommended Key Sizes

Security Level
(bits)
80

Ratio of
DH Cost : EC Cost
3:1
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112

6:1

128

10:1

192

32:1

256

64:1

Table 2: Relative Computation Costs of Diffie-Hellman and Elliptic Curves

(Both tables are from http://www.nsa.gov/business/programs/elliptic_curve.shtml).
There are some Factorization methods that are based on ECC and the best example is Lenstra
Elliptic Curve Factorization.
3.2.

RSA: The Three Steps

Public Key Cryptography, as in its name, involves Encryption process, as well as Key
Generation and Decryption processes, as the main aim of Cryptography requires.
To define, Public Key is the general name for the components of the system that are
released to public to be used for Encryption and Private Key is the general name for the
components of the system that are kept secret by the receiver, Bob, to be used for Decryption.
In this section, standard RSA cryptography will be talked about. Multi-Prime RSA
will be investigated in the Conclusion part of the essay.
Alice will be used to denote the sender, Bob to denote the receiver and Eve to denote
the attacker who is to read the message without any permission.
3.2.1. Key Generation
During Key Generation, components of Cryptographic process of Encoding and
Decoding; called keys, are generated. These keys are generated by Bob. This process can be
separated into 5 steps.
First step is choosing 2 distinct prime numbers, such as 2 and 5, only much larger than
these numbers. These two distinct primes will be denoted by p and q. To determine whether a
large number is a prime or not, as well as choosing a large prime number, is hard. The method
used for determination of a large prime number is not the main concern of this essay, so the
subject will not be discussed in detail.
Second step is calculating the number n by simply multiplying the prime numbers that
were determined in the first step, p and q with each other.

n calculated in this step will be used as modulus for both Public Key and Private Key.
12
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In the third step of the process,

, which is defined in section 2.3., is calculated.

In the fourth step, a number e is chosen, such that;
and

.

e chosen in this step is released as the Public Key exponent.
In the fifth, and the last, step a number d is computed, such that;

d computed in this step is kept as the Private Key exponent.
3.2.2. Encryption
During Encryption, Alice turns her message for Bob into a number and uses
mathematically proved Cryptographic systems to send him the message safely. For A safe
transmission, right after Key Generation; Bob sends his Public Key (n, e) to Alice and keeps
the Private Key (n, d) secret. When Alice wishes to send message M to Bob, she will use the
Public Key that Bob has decided on earlier. Encryption can be separated into 2 distinct steps.
In the first step, Alice turns message M into a number

by using an agreed upon

reversible protocol called as a Padding Scheme. The number m will be our main concern
during this process.
In the second step, a number c is computed according to the following equation;

The number c is then transmitted to Bob by Alice.
3.2.3. Decryption
There are two decryption types for RSA Cryptography: Via Euler’s Theorem and Via
Chinese Remainder Theorem.
3.2.3.1.

Via Euler’s Theorem (Standard Decryption)

During the process of Decryption, Bob computes the number m through the number c
that he obtains from Alice. After computing the number m, Bob can turn m into the message M
using the agreed upon Padding Scheme.
The process of Decryption simply contains one step, in which the number m is
computed through the following equation:
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The equation above works; because,

Also

. Hence

and

It can also be expressed, for proper values of k and h :

When m is not a multiple of the prime number p, then p and m are coprime. As a
result, by Fermat’s Little Theorem;

Therefore;

If m is a multiple of the prime number p, then;

As a result,

By correlation,

As both p and q are prime numbers and

; then if both prime numbers divide

, as a result, the product of these two primes, pq, also divides

;

Thus;

3.2.3.2.

Via Chinese Remainder Theorem

Chinese Remainder Theorem (CRT) states
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Let

be relatively prime in pairs. Then,

has a unique solution for in

.

CRT is used to fasten the decryption process, as

in standard decryption is a big

number and slows down the process.
There are two main steps in this method. First step is computing the following (where
and
mean m and d values computed using p.);

By correlation,

The second step is computing

through CRT using

and

By correlation,

Using CRT,

3.3.

A Worked Example (For Standard Process)

Below, a worked example is presented to demonstrate previously stated process of
Public Key Cryptography. To serve for demonstration purposes, small numbers are chosen.
3.3.1. Key Generation
In the first step, let us assume that we are Bob and choose two prime numbers, i.e.
p=47 and q=53.
In the second step, let us calculate the number n.
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In the third step, let us calculate

.

In the fourth step, let us chose a number e, such that;
and

.

Let us take e as 3.
In the fifth step let us compute a number d, such that;

Let us take d as 1595.

3.3.2. Encryption
In the first step, let us assume that we are Alice and turn message M into a number
by using a Padding Scheme. Let us assume that m=2105
In the second step, let us compute a number c using the following equation;

Let us take c=2243. c is sent to Bob.
3.3.3. Decryption
The process of Decryption contains one step, in which the number m is computed
through the following equation:

Thus, as it is calculated through TI 84 + technology,
Now it is proven that Public Key Cryptography process of RSA works, as m calculated
from above equation is equal to that of we took in Encryption step.
3.4.

Factorization Methods
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Factorization is factoring an integer to its prime number components. There is not any
known flawless algorithm that factors any large integer. Although alike, factorization methods
are not the same with primality tests. Primality tests only state if an integer is a prime number;
but Factorization methods give the prime number components if that integer is composite.
The hardest integers to factor are considered to be large semi-prime numbers, which
are constructed by multiplying two large primes. This statement forms the basis for RSA
Cryptography.

3.4.1. GNFS
General Number Field Sieve (GNFS) is the most efficient factoring algorithm, mostly
used for integers with more than 100 digits.
3.4.2. ECF
Lenstra Elliptic Curve Factorization (ECF) is an exponential time factorization method
which is based on elliptic curves and one of the fastest methods known.
The Elliptic Curve Factorization method is as follows,
Two integers, named as A and B, are chosen at random and are used for he formation
of the Elliptic Curve equation, which is
. On this Elliptic Curve, the
number of points taken mod p is a random integer near p. ECF succeeds if this number of
points has all of its prime factors less than m, for a suitable small integer m.
In ECF, one tries to find small prime factors of a large number and runtime depends
on the size of the factors of the number (www.rsa.com/rsalabs/node.asp?id=2849).

4. Multi-prime RSA
Multi-prime RSA is a type of RSA in which a multiple number of prime numbers are
used in Key Generation step. It is widely used, although the arrival of the epoch of Elliptic
Curve Cryptography (ECC). Though ECC is more secure than RSA Cryptography, RSA is
more widely used. The essential reason for this is that the costs for RSA are less than that of
ECC.
Significantly different from that of Standard RSA, in Multi-prime RSA, 3 or more
prime numbers are used in Key Generation step, such as:
In the second step of Key Generation, where p, q and r are prime numbers,

Thus, in the third step,
17
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As an important aspect of Multi-Prime RSA, it “enables the generation of RSA
public/private key pairs using more than two primes, increasing the speed of RSA operations”
(www.rsa.com). The speed of RSA decryption process is increased; because the time required
decreases. The main reason for that is the usage of Chinese Remainder Theorem, rather than
the standard method for decryption in RSA which includes exponential calculations.

5. Comparison of Multi-prime RSA and Standard RSA
Multi-prime RSA and Standard RSA that were previously explained are compared in
terms of protection against common attacks, fastness in Decryption step and security.
5.1.

Protection against common attacks

The Decryption step in Multi-prime RSA is faster than that of standard RSA; because
in multi-prime RSA Decryption is accomplished via Chinese Remainder Theorem (CRT).
Decryption via CRT is faster than standard decryption, mainly because in CRT, as stated
before, there are not any exponential calculations. Decryption via CRT can also be used for
Standard RSA; but that decreases the security for standard RSA, especially with Random
Fault Attacks (Yan, 2008). This attack is powerful when the value of d is small. To
demonstrate,
Take two prime numbers p and q, each
Calculate public and private keys, such that
satisfy

and

bits and have an n –bit number
,

and
If

Let them
and

then n can be factored in polynomial time of log(n), satisfied that

,
(Johemsz

& May, 2007).
5.2.

Fastness in Decryption

The Decryption step in Multi-Prime RSA is faster than it is in Standard RSA; because
in Multi-Prime RSA, Decryption is done via CRT. As previously demonstrated, using CRT in
the Decryption of Standard RSA is not logical, for security reasons.
Decryption via CRT is faster than the Standard Decryption; because there are not any
exponentiations, unlike the Standard Decryption, and the last step of the process is done for
just one time and is not repeated for each message.
According to the experimental results published in Enterprise Security Solutions of
Compaq, Decryption in Multi-prime RSA is nearly 4 times faster than that of Standard RSA.
This result can also be expressed with the formula

, which is the “number of bit

operations needed” for Decryption and where r is the number of prime numbers used in
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modulus n (Hinek, 2006). It is clearly seen that the time required decreases, as the number of
prime numbers used in n increases.
5.3.

Security

For certain Cryptanalytic attacks, Multi-Prime RSA is more secure than Standard RSA
as an algorithm, and vice versa. For example, for a constant value for the bit-size of the
modulus n, as the number of prime number used in modulus n increases, the probability that
modulus will be factored increases for obvious reasons; making Multi-prime RSA more open
to the risk than Standard RSA. As for attacks like Random Fault Attacks, Standard RSA is
more vulnerable to attacks than Multi-prime RSA is. Thus, it cannot be stated which one is
more secure than the other in general.
6. Finding the Optimum: Is it 3, 4, 5, …, ∞?
It is crucial that prime numbers chosen in key generation step of multi-prime RSA do
not fall in the range of Lenstra Elliptic Curve Factorization. By that, it is meant that, as ECF is
used to find small prime factors of large numbers and as its runtime is dependent on the size
of factors, the smaller the prime factors of a constant number get, the easier and faster it is to
factorize the number. According to experiments (Cryptobytes, 5.1) concerning this, the
number can be 1024 bits at most, for a secure transmission of information through MultiPrime RSA. If the modulus n is 1024 bits in a r-prime RSA, each prime number is roughly
bits long. The optimum is thus 3.
7. Conclusion and Discussion
RSA Cryptography is a great example for the use of Number Theory in Cryptographic
security systems. The Standard RSA, which is considered to be one of the best Cryptographic
Systems built, is the prototype to many RSA variants, including Multi-Prime RSA. The main
reason for the creation of the variants is need for the construction of securer and faster
systems.
Multi-Prime RSA, in general, is a faster variant of Standard RSA. Fastness means a lot
for Cryptography, as the quicker the information is sent, the best for the correspondents. Less
cost is made when the process of sending information is faster. This increases the value of
information to be sent for unit money. As for the security, without any experiments nothing
can be generalized; and even with the experiments nothing can be stated for certain.
This essay focused on the basis of RSA Cryptography and a comparison between
Standard RSA and a variant of it is made. As they are explained in only mathematical basis,
no experiment was conducted; although some experimental results were referred to.
RSA Cryptography is mostly used for signature verification; thus, it is not that crucial
to use Multi-Prime RSA. In the near future, it is expected that Quantum Computer will be
built and Cryptographic systems will be constructed under these computers, demolishing the
current systems.
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